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I lntroduction

While it is reccgnized that GoM D&C teams currently use a variety of procedures and tools to manage
risk, it is unclgar just how ciiverse the procedures and tools are across the function. This uncertainty
resulted in a need to conducl an assessment of current risk management approaches across the function
with the goal cf determining and assessing the processes and tools used.

To accomplislr this, the Risk Management Project team conducted a series of initial assessments
complised ot interviews with ealh Common Process Coordinalor (CPC) They were chosen because the
CPCs are the individuals instrumental in rnanaging risk within the leams and they should have a clear
insight into their teams approach to risk managernent as well as the drivers behind these approacrres.

These interviews were follcwed by a series of discussions with various Team Leads and section
managers 1o discuss findings and, more importantly capture a set of business requirements for a risk
management plan. The intent is to develop a common GoM D&C wide risk managemenl plan that utilizes
a stand€rdized risk managernent process and tool to manage all risk ihat the functjon identify or which it
can potentially be axposeC to.

The assessment resuits, business requiremenls, and proposed recornrrendations are contained in lhis
report.

1.1 Objectives

The objectives for ihis projecl are to develop:

. 8n ail inclusive risk management plan that is consisiently app.ied throughout GoM D&C and one
thai complies with all Group, Segment and SPU Requirements.

. a process by which lo manage risks at all levels, help deliver sa,'e and sustainable performance
and maintain our privilege to operate

. a common risk management tool and process to manage all risk in a common and consistent
The objectives for lhe assessment are to:

r gain an understanding of the tools and procedures used by the various teams and the driver
behind their use

. gain clarity around roles and responsibilities for managing risk

. compile a set of requirements for the managernent of risk within the D&C functian

. propose recommendalions to standardize the function's manaoement of risk
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1.2 Surnmary of Findings

A summary of the resulls frorn the assessments are crovided below.

1.2.1 ltems that the teams within D&G are doinq

1. Managing risk using a recognized procedure (BtB. Mpcp..)
2. producing a risk regisler for their project or assel that they maintaln
3. following the CVP process and reMew risk status al each stage gate
4. Appropriale risks are being elevated up to Leadership Teams

1'2.2 ltgms that the teams are not doinq that represent qaos within the process
and tools

t. managing risk uniformly within D&c. Variations do exist affoss the laams lo the extent that eacr
team effectively manages risk differently
using a common risk managemenl tool - each team uses a differenl tool or version of a tooi
using a standard risk register format
providing consistenr guidelines on how each team should manage risk
clarilying roles and responslbilities
providing oversight on Common Process Cocrdinators and team leads to ensure the rnanagement oi
risk is consisiently applie'd across the function - reporting lines cause a problem
providing a means lo aggregate risks up through the organization
providing a means lo summarize risk across tne function
using a common reporting mechanlsm and standard reports
incorporating major accident risks in their respective registers and therefore not rnanaging these risks
generating a D&C LT Risk Register that aggregates risks iden:ifled by the assets and project teams,

2.
a

4 .

6.

7.
8.
9.
10 .
I  t -

in addition to those captrrred by the D&C I T
12. using BP RAT which is not configured in its current siate to support the D&C's rrsk rnanagemeni

needs

2 Sumrnary of Recommendations

2.1 Frccess

1. Develop and agree on D&C requiremenls for managing risk
2. Develop and agree on a risk reporling structufe
3. Develop an options nratrix from wlrich lo determine the best risk management tocl
4. Develop D&C risk guidelines that cover all D&C ieams and risks
5. Develop and maintain a D&C LT risk register
6. Clarify roles and responsibilities for the managernenl of risk - risk champion rvithin each team
7. Assign a SPA Chempion for the functicn
8. Develop and agree on a standardized risk register
9. lncrease awareness of OMS and llvl requiremanis
10. Develop workflow charts to reinforce risk management process
I 1. Prepare SoR for the tool(s) of choice to steer development
12. Define standard thresholds to renk, rate. aggregate and escalate risk
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2.

A

q

6.

6 -

2"2 Tools

1. Common database and a ccmmon set of risk management tool(s) for entry, update and reporting of
risks
Provide the abil:ty to aggregate risks
Provide the abilrty to classify and caiegorize risk consistenily
Develop and incorporate standard risks including lM risks for review at the start of any new projec:
Generate standard template Risk Mitigation plans and CRRs plans

Generate BowTies lor Major Accident Risks (MARs)
Provide links to supporting risk documents
Ptovide a management dashboard to show risk status

4.3 Risk Management Process Finrlings

Each D&C team is managing risk according 1o estabiished guidelines contained within BP's Beyond the
Best common process (BtB) or Major Project Common Frocess (MPcp). Risk registers aie being
generated and maintained for the various projects. In aodition, risks are being reviewed as required at
each stage gate.

Horvever each team employs its own unique approach to managing risk which it brings to the centralized
furclion. The interpretation ol the BtB risk rnanagement process has organicilly evolved into a
fragmented flt-for-purpose epproach. Consequently ihere is no uniform wey to manage, aggregate, track.
or report risks across lhe D&C lunction. This lack of consisteocy across the leams has also resulted in a
variety oF ways to descnbe and rank similar risks.

Furthermore, rvhile many teams have access to the support from a Common Process Coordinalor (CpC),
Coordinators lack the autfrotitv to effeolively manage risks with theil teams. In iact, althougn many people
are presently capturing, mitigating, tracking, and managing risks across GoM D&C, interviews failed to
identify a single individual who had clear authority for risk managen ent in their respective teams.

CPC's currently support one or more team leads and take directions from thesc le ads even though they
report to a cornmon manager in GoM D&C Performance. The direction the CPC's are qiven varies across
the function which is a cause of the inconsislency.

Due to a lack of a consistent Risk Managemenl Plen, there are no clear roles and responsibilities for
managing risks across GoM D&C.

Furthermore, no common quantitative thresholds exist for railng and aggregaring the potential impact of a
risk across GoM D&C.

OMS implementation will prcvide lhe requirements and framework for stiandardizing existing processes:
however not all teams are familiar with OMS regulrements or undeistand how the roltout of OMS wili
impact risk management. From inlerviews condr-rcted across the functicn, it was evident that learns are
seeking guidance on how OMS and its impaci on risk rnanagement.
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2"4 Risk l i lanagemerit Tool Findings

The various tools used 1o manage risk across GoM D&C teams makes it drfficult to aggregate risks across
the tunction and escalate then to the GoM SPU Currently, the reporting and irimrirarizing of risks
requires a great deal of manual effort involvirq subjectivity at different levels with the poltential of
misrepresenting risk, their impact and their miiigations.

Generally there ars two key tools used for lracking risk (BP RAT and Excel), however here multiple
inlerpretations on how BP RAT should be used and lhere are at leasl four different Excel risk
management spreadsheet formats presenily in use across GoM D&C.

BP RAT offers several different mafixes (grids) fcr reporfing risks; hov/ever, unless risks are rated
quantitatively (ralher than qualitatively), it is not possible for the BP RAT, or any tool to plot a given risk on
each different reporting grid unless there is a norrnalizing function available within the tool . .

In many cases it was found that the major hazards and accidents risks are not included in register and
subsequently not addressed as expected. The assunptions being that because of the nafure of these
risks they are already being capturad and addressed by other procedures.

Currently there is no D&C LT risk register that captures and rnanages high level D&C risks. This register
would bridge the gap between the asset register and the SPU register. lt would assist h the capture anc
management of D&C high level nsks reported up though the assets/projects or as identified by the D&C
LT.

The assessrnents results formed a basis for rnoving fqrward with the development of a comprehensive
Risk Management PIan that provides guidelines on a comn:on risk management process. The
assessments results also hslped formulate the recornmendalions 'or standardized risk managemen:
tool(s).

Appendix 1 provides and overview of the tools and procedure each tearn currently uses
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3 Recommendations

3.t Risk h{anagement Frocess

Generating a list of D&c risk management requirements for the whole function will lorrn the basis for
developing lhe necessary risk management guidelines This in turn will enable the funclion to put in place
a process to manage risk unifonnly across all iearns and meets the required business objectlves as
shown in APPENDIX 2. These requirements aie compiled through discussions and inlerviews with e
variety of slakeholders within D&C function

lnevitably risks must be summarized across the lunction to gain a better understanding of the types anc
severity of project and asset risks, and how each is being managed, In addition, high level risks need tc
be escalated through the organization for management notification and approval.

Appendix 3 provides a breakdown of t.te scope of the risk management plan. lt enoomcas$es all risks to
which the D&C function can potentially be exposed, This includes projecUasset risks, as well as risks that
the D&C LT has identified which may not necesse rily be captured at the asset level.

The proposed hierarchical reporting structure is provrded in APPEIIDIX 4 and it basically shows two
levels of risk rnanagement - one at the project/asset level and another at the management level. Top risks
ldentitied by pi'oject/assets ate elevated to the D&C LT and included the D&C LT risk regisier. These risks
are complimented by those that the D&C LT see 3re high level risks that the function is exposed to which
may not be included in any of the asset registers.

Top D&C r;sks above an agreed threshold are then elevated up to the SPU risk reg;ster. SPU LT wil,
review and select risks that should be elevated up to the Group Management Malrix.

Appendix 5 prcvides a summary oi each reporting level and a summary of the D&C requirements at each
level.

Develcping a common set of guidelines on managing risk will provide each team with the necessary
guidelines that they seek. The guidelines with p;-omole consistency in risk management and provide e
basis forensu:'ing better understanding and transparency into the risks the function is erposed to.

It is not the intention to have the guidelines regurgitate what is provided in existing procedures for
managing risk. Rather the guideline should leverage existing procedures and provide users with the
direction on how to apply thern and tool application.

The D&C LI does not cufrently have ils own risk register in placa. This is an identified gap" Once such a
register is established, lhe D&C LT will gain visibility and improved manageability of high level risks within
the tunction. Additionally, once a D&G register is in place. lt will facilitate the aggregaiion, escalalion anc
reporting of risks in a controlled and efiicienl way.

The register should take on ihe same format as the exisling SPU and Group Matrix which both compile
with OMS.

Risks need to be categorized into types of risk and level of notification and approval as perthe SPU Risk
Management Policy. This will allow risks to be sorted and dirocted to the appropriale approval levels
within the organization.

It became evident through the assessment process that roles and responsibilities for the rnanagement oi
risk are not clear. To better handle risk within the function each team should have a risk chamcion
assigned.
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ilon, the
fulcUon should appoint a risk SPA who will clirect the RBk champions and teams on the management of
risk to ensure th€re is consislency in approach as per the agreed io rlsk management plan.
A s'randard risk regisier is one ilem that is required to ensure consislency in lhe risk management
Process' This will provide a cornmon understanding of risk and enable aggregation within the function ano
SPU.

Most people within the function have heard of OMS and the need for the function to be compliant by the
end of the year. However. lhere is little to no understanding of what OMS entails and how it will impact
the risk management process. There is a pressing need for iircreased awareness and baining.
An integral part of the guideline should include process workflows that will help explain th6 process for
T?L_SinS risk. These p[oc€ss flow charts should mimic the way we ir.tend io manage risk throughoul the
risk life cycle frorn capture to close-out.

3.? Risk ManaEement Tosl

There is a need lo establish a common database, anC a cornmon set of tocl(s) br the entry, update and
rePorting of risks, Tne variety of tools currently in place does not supporl a common orocess or provide a
standardized reporting mechanism.

The.attached.Options Mairix-(Appendix 6) rates the current toolo and eludes to the functionaiity.
cepability. and ease of use of each. The matrix suggesls that developing and using BP RAT would
provide the most desirable option ior the function. The tool in its current configuration iJ not condr,cive to
the needs ol the function but with agreed enhancernents it should be support the needs of such.
A methodical, systematic and deliberate approach to defining enhancements to the tool is a necessity ii
ihe final versicn is to have wide appeal within tlre function. Therefore, it is irnperative that the projecl team
solicit input from the teams and accordingly develop a comprehensive Statement of Requiremenfs (SoR).
Tlte toul should envoke sinrplicity in the manner in which risks are managed throughout the organizailon.
The tool needs to provide the ability to classify and categorize risk consistently.
Each time a rrew project is a commenced, teams idenlify risk through a capture process. Majority of the
ri6ks aro common throughout the operations therefnre it would be beneficial for lhe function to develop a
standard portfolio of risks that reside within the tool, The por1folio of standard risks should be accessed at
thestartof .any-rew P.rolect. Any risk which is deemed appl'rcable lhen becomes partof the project's risk
portfolio going forward. The projects risk porifoilo can then be complinrented by project spec,fic-risks that
are unique 1o the project, resulting in a comprehensive risk portfolio.

Preferably the tool should be able to ptovide standard templale risk miiigation plans for high level risks
whbh are appfoved by Leadersnip teams. In addition, template CRR plans should be developed for lower
level project risks thal enabling projects to manage and report on these risks. Currently both'sets of plans
are developed inclependently from a varie-ty of sourc6s.

BowTies represent an excellent tool to communicaie risks and associated barriers ard controls. These
should be developed for rnajor accldent risKs due to the severity of these risks and the need to
cornmunicate ihese risks to the workforce.

A key component is risk management is the ability to quickly and easily locate documents and procedures
to support lhe management of identified risk. Therefore the tool naed to have the f.rnctionality to link to
these documents.
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of 'sks
both for tl'le tearns and ior the D&C LT via a management dashboard. The tools need to serve as e
conduit to view and €xplore risks and associaied mitigations across the function.
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Appendix I - Risk Management Process and Tool Assessment
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Appendix 2 - Business Requirements

D&C LT Business Requirernents

1. Preserve llcense to operate throtLgh ccmpliance wnh regulatory and internal requirements
sustaining perforrnance, and rnanaging major accident risks

ldentification of all potential risks with the management, notification and approval ol each at the
appropriate level vriUtirr the organization as per the SPU risk management policy

sutficient and appropriates barriers and layers of prctection for each identifled risk

Qompliance with group standards and OMS

Effective and demonstratable management of identified risk - Risk Mitigation Plans for high level
risks and CRRs for all others. Links to oertinent docurnents supporting risk mitigations

6. Prepare a D&C Risk register

7. Compile a set of common risk with initial ranking and impacts

8. Upward aggregation of highJevel risks into the D&C, SPU and croup risk registers

9. A cornmon D&C risk rnanagement process covering the risk life cycle lhat is consistently applied

10. Consisterrcy in the assessment and ranking of risks and witr ccmmon register formats

1 |. Provide initial and residual irnpacUrisk for risk acotptanse

12. Management dashboard for status of high level risks

13. Developrnent BowTies for tr4AR to facilitate comnrunication

14. Support the build of the Knovlledge Menagement database (Risk Eased Siructure)

Risk Management Plan

1. Common set of guidelines applicable across the D&C function

2. Covers all risk types and the rnanagement of each * HSE, Financial, MAR, Proiecl

3. Covers ccmplete risk life cycie

4. Make reference to comrnon folder/file for M,AR at the start of new proiect

5. ldentifies appropriate tools and procedures

6. Comrnon means of assessing and ranking risk

7. Risk mitigation plans for high level risks

8. ProviCes initlal and residual impact/risk for risk acceplance

9. Tracks actions from inltiailon to close-out

10. Fbw charts providing guidance on risk malagement process

11. Reference existing and applicable risk managemenl documents

12. Defines roles and respr:nsibilities

13. Maps risk to a Risk matrh for reporting

14. Provides Cirection on the process for identifying and managrng risk associated with MoC (vlll
refer to McC procedure)

2 .

4 .
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Risk Managemenl Tool

1. Single Locl for capturing, assessing and rrranaging risk

2. Supports the D&C SPU business requirements

3. Contains the required fieids as per the reporting and risk managemenl requirernents
4. Create folder/file of MAR

5. Single rcposilory for all rbks with the flexibility of Excel to view and edit risks and associated data
6. Capable of aggregating risks across the teams as weil as upward aggregation up to the SpU

level

7. Generates risk mitigation and CRR plans

8. Generates slandard risk registers

9. Generale BcwTies for blAR

10. Provides trnks to appropriate documents

11. Opti:-nize navigation through risks based on consumer requiremsnls (RBS WBS and pDC
configured to support D&C)
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Appendix 3 - Risk Management Scope

S""'**"
/ \r
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iRoxk urifornly utrg OII$ Ri*Mrtir
i Sh$r tndorscment / managcmtut hrtk
.>Provide dghl levelof ntanagement repoiling
; Slmplify procefurts ald tools ihrough a RP
rAggregate and roll-rp

The Plan's Scope
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Appendix 4 - Risk Management Reporting Model

How can we
make it work?

Top SPU Ri*s
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lod

lihht in llid
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Arcct Lsvcl Riskt

Age€ 0n Rislr !{eniggrElrt nqJir|Dntr
Dweiop D8C guidelhn
fr$amsd* tob
E3ublrh cortrnm rht rqistsr
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Appendix 5 - Risk Management Reporting Requirements

Group Risk Managernent
Matrix (RMM)

In place

Group matrix with def ned risks (13), con'irols, contingencies, management.
monitoring and objective assurance. Each SPU lo report their high levels
risks and the managernent of each.

Us€d at group level to review each SPU'S risks and how each SpU is
managing their lop ris\s.

Managed by SPU Controller

Input received fiorn Central lM / OMS teams and manually re-formatted to
sut Group Risk matrix

D&C Requirement Ensure risks are ldentified, summariled and included
correctly inlo the rnatrix with the conect rnitigations end correctivs actions

SPU Risfi Register

ln place

SPU matrix of specific entity riek(s) lor each group defined risk and shows
the agreed acticn to miiigete each entiiy rsk.

Manaqed by the SPU'S controller with inFut from SPU teams

Requires a roll-irp of h[h level risks {'om each assety' project vrith ttre lop'15 - 2tJ reporled in the SPU RlllM

lnput rec€ived frorn irdividual ieams and the top twenty risks nanually re-
formetled and included in he SPU RMM

D&C Requiremeni: Ensuro risks ere idcntiied, summa;"izod and includcd
correctly into lhe rnatrix with the conect rnitigations and corrective actions

D&C LT Risk Register

(Pull this together)

D&C LT mafix of specific high level risks wrth agreed actions to
mitigations.

Managed by lhe D&C LT and used to fee<j up inlo the SPU risk malrix.

Comprises of businese rieke identified by the D&C LT and e roll-up of high
level risks identified by each D&C team

lnput received frorn individual learts and the top twenty nsks nanually re-
formatted and included in the SPU RMfu,l

D&G Requirement: Ensure risks ere identifed, summarized and included
correctly into ihe matrix with the conecl rnitigations and corrective actions

Asset / Project Risk
Register

Many Variations

E:ch asset / project risk register containirg all identified risk.

Managed by individual leams.

All high level risks (D and above) reported to D&C LT. I\4;tlgation plans
required for each high level risk and to be reviewed and approved by LT

Continuous Risk Reduction plans to be developed for remainder of the
nsks and managed wiihin lhe lesms

Managed by individual teams

Input obtained through risk assessments

D&C Requirement:

D&C risk register capturing all risks, Cifrerenuated by exposureiimpect
leyels and by user defned requirenrents
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Appendix 6 - Options Matrix

Reporting
- Reportirag
- Status Reporting
- Risk Piclure
Categorize I Aggregate
- Categorizalion
- Classification
- Aggregation
Risk Life Cycle Mgmt

ldentification
- Assessment
- Ranking / Rating
- Mitigation
- Ownership
- Acceptance
- Conlrol
Functionality
- Accessibility
- Content Managemenl
- Features
- Contiguration
Communicalion
- Comrnunication
- Publicatbn
- Training
Ease of Use
- Ease of ijse
- Data Caplure
Integration
Collaboration
Learning Loop
Cost to Develop
Effort to lmplement

General repcrting capability. All user levels.
Life-cycle risk rngmt. Reviews, status, workflow.
Bcston square. Pre & Post PlG.

WBS, RBS, PDC- Rig line. Asset specific. Level 0tAuthority
I mpact areas. Thresholds.
Roll-up. Risk types. Cross-project.

Risk capture. Knowledge-based (rn ultidisp tear-n activity).
Detailed risk definition and impact type. Core team activity.
Qualitative & quantitative assessment of risks.
Rlsk management ptans.
SPA responsibility. Mgrnt accountability"
Appropriate level of authoriiy.
Action tracker. Risk plan execution.

Intuit ive. Accessible. Permissicns.
Risk record and related documentation. KM ptan.
lntegration with other tools. lmporuexport.
Fit for purpose for audience.

Detail and conlrol of risks.
Notifi cations. Dashboards. Updates. Draft versions.
I mplementa:ion. Eustainability (maintenance). Method. Resources"

User friendly. Cover afl aspects oi Risk Liie-cycle.
Rapld capture of rlsks and all associated data.
Integrity l,/gmt. Other tools (Office, Vizio, Bo\r/tie), Other process€s.
Multi-disp team and Slakeholders access.
Leverage knowledge base. Reuse Lessons Learned.
Direct and indirect costs of develonent and maintenance.
Resources. Time. lrnplemeniation team skills. User uptake.
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Appendix 7 - Risk Capture Process
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Appendix 8 - Project Completion Objective
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